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blockchain

https://anders.com/blockchain/hash.html
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https://anders.com/blockchain/hash.html
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criptography

message digests

⚫ hash, one way, …

◼ h= H (M)  where h is fixed length

⚫ properties

◼ given M, it is easy to eval H(M)

◼ given h, it is hard to find M, such that H(M) = h

◼ given M, it is hard to find M’, such that H(M) = H(M’)

 collisions

◼ it is hard to find pairs M and M’, such that  H (M) = H (M’)

 warn: birthday paradox
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http://www.dit.upm.es/~pepe/doc/seg4/tema1/12-crypto_en_signed.pdf

http://www.dit.upm.es/~pepe/doc/seg4/tema1/12-crypto_en_signed.pdf
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criptography

algorithms

⚫ message disgest

◼ MD2, MD4

◼ MD5: 128 bits MD2, MD4

◼ SHA-1: 160 bits

◼ SHA-2: 224, 256, 384, 512 bits

◼ SHA-3: 224, 256, 384, 512 bits (a different algorithm)

◼ keccak

◼ https://github.com/ethereum/wiki/wiki/Ethash
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https://github.com/ethereum/wiki/wiki/Ethash
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https://anders.com/blockchain/hash.html
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https://anders.com/blockchain/hash.html
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ethereum

https://etherscan.io/
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https://etherscan.io/
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ethereum client

https://metamask.io/
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https://metamask.io/
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metamask

⚫ test blockchain: ROPSTEN

◼ https://ropsten.etherscan.io/

⚫ new account

◼ pp: 0xD9Bf5d463F3462422c7e9906F60f5Cc640a0127A

⚫ receive fake ethers

◼ https://faucet.ropsten.be/

⚫ transfer ethers between accounts, then see blockchain
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https://ropsten.etherscan.io/
https://faucet.ropsten.be/
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https://ropsten.etherscan.io/address/0xd9bf5d463f3462422c7e9906f60f5cc640a0127a
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https://ropsten.etherscan.io/address/0xd9bf5d463f3462422c7e9906f60f5cc640a0127a


dit
state machine: bitcoin

https://github.com/ethereum/wiki/wiki/White-Paper
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https://github.com/ethereum/wiki/wiki/White-Paper
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state machine: ethereum

https://github.com/ethereum/wiki/wiki/White-Paper
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https://github.com/ethereum/wiki/wiki/White-Paper
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smart contracts

⚫ { state i } –[ contract ]--> { state j }

⚫ language to write contracts

◼ solidity

◼ https://solidity.readthedocs.io/en/v0.4.24/

◼ gas

 halting problem

 repeated execution

 pay per mining
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pragma solidity ^0.4.0;

contract SimpleStorage {

uint storedData;

function set(uint x) public {

storedData = x;

}

function get() public view returns (uint) {

return storedData;

}

}

https://solidity.readthedocs.io/en/v0.4.24/
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⚫ http://remix.ethereum.org/
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http://remix.ethereum.org/
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http://remix.ethereum.org/
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http://remix.ethereum.org/

http://remix.ethereum.org/
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solidity: data types

⚫ bool

⚫ int, uint

◼ 8, 16, 24, 32, …, 256

◼ uint8, uint256

⚫ string

⚫ address

◼ address.balance

◼ adddress.transfer(wei)

◼ …

⚫ enum

⚫ struct

⚫ arrays

◼ fixed size

◼ dynamic

⚫ mapping

◼ ~hash tables

◼ “key” → value

ethereum 19



dit
Panel0
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pragma solidity ^0.4.0;

contract Panel0 {

string text;

constructor(string _text) public {

text = _text;

}

function read() public view returns(string) {

return text;

}

}

deployed at

0xbeA7f7421A796E4a6bD6f0f15b100f9848850e03
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pragma solidity ^0.4.0;

contract Panel1 {

string text = "";

function set(string _text) public {

text = _text;

}

function read() public view returns(string) {

return text;

}

}

deployed at

0xD55d5e66383925c319e634010A6C84F9A4d2aF0C
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acceso distribuido a Panel1

⚫ acceso desde otro nodo

⚫ necesitamos

◼ dirección de despliegue: 

0xD55d5e66383925c319e634010A6C84F9A4d2aF0C

◼ ABI

⚫ en otra instancia REMIX

◼ código fuente → compila → ABI

ethereum 24
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contrato → contrato
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pragma solidity ^0.4.0;

contract Panel1User1 {

address panel1;

bytes4 public function_set;

constructor(address _at) public {

panel1 = _at;

// function hashes

//    "57de26a4": "read()",

//    "4ed3885e": "set(string)"

function_set = bytes4(keccak256("set(string)"));

}

function publish(string notice) public returns(bool){

return panel1.call(function_set, notice);

}

}
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pragma solidity ^0.4.0;

contract Panel1 {

function set(string _text) public;

}

contract Panel1User2 {

Panel1 panel1;

constructor(address _at) public {

panel1 = Panel1(_at);

}

function publish(string notice) public {

panel1.set(notice);

}

}
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testing (1/2)
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contract Panel1 {

string text = "";

function set(string _text) public {

text = _text;

}

function read() public view returns(string) {

return text;

}

}

contract TestPanel1 {

function test() public {

Panel1 panel = new Panel1();

panel.set("alfa");

assertEquals(panel.read(), "alfa", "se esperaba alfa");

panel.set("beta");

assertEquals(panel.read(), "beta", "se esperaba beta");

}
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testing (2/2)
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function assertTrue(bool actual, string emsg) private pure {

if ( ! actual ) { revert(emsg); }

}

function assertFalse(bool actual, string emsg) private pure {

if ( actual ) { revert(emsg); }

}

function assertEquals(uint actual, uint expected, string emsg) private pure {

if (actual != expected) { revert(emsg); }

}

function assertEquals(string actual, string expected, string emsg) private pure {

if (keccak256(bytes(actual)) != keccak256(bytes(expected))) {

revert(emsg);

}

}



dit
units and global variables
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https://solidity.readthedocs.io/en/v0.4.25/units-and-global-variables.html
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https://solidity.readthedocs.io/en/v0.4.25/units-and-global-variables.html


dit
requirements
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contract Panel2 {

address owner;

string text = "";

constructor() public {

owner = msg.sender;

}

function set(string _text) public {

if (msg.sender != owner) return;

text = _text;

}

function read() public view returns(string) {

return text;

}

}

function set(string _text) public {

require (msg.sender == owner);

text = _text;

}
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contract Panel3 {

address owner;

string text = "";

modifier authorised(address other) {

require(other == owner, "Sender not authorized.");

_;

}

constructor() public {

owner = msg.sender;

}

function set(string _text) public authorised(msg.sender) {

text = _text;

}

function read() public view returns(string) {

return text;

}

}
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contract Panel4 {

address public owner;

mapping(address => bool) public employees;

string text = "";

modifier onlyOwner() {

require(msg.sender == owner, “...");

_;

}

modifier authorised(address other) {

require(employees[other], “...");

_;

}

constructor() public {

owner = msg.sender;

}

}

function authorise(address other) public 

onlyOwner {

employees[other] = true;

}

function set(string _text) public 

authorised(msg.sender) {

text = _text;

}

function read() public view returns(string) {

return text;

}

}
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ethereum 34

contract Panel5 {

string text = "";

event changed(string txt);

function set(string _text) public {

text = _text;

emit changed(text);

}

function read() public view returns(string) {

return text;

}

}
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contract Panel6 {

string text = "";

uint mark;

modifier ready() {

require(now > mark);

_;

}

function set(string _text, uint _mark) public {

text = _text;

mark = _mark;

}

function read() public view ready() returns(string) {

return text;

}

} https://www.epochconverter.com/

now

block.timestamp

• last mined block

https://www.epochconverter.com/
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ethereum 36

https://solidity.readthedocs.io/en/v0.4.25/units-and-global-variables.html
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behind an address
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Gjermund Bjaanes

ethers

• address.balance()

• msg.value()

• msg.gasleft()

• address.send(€)

• address.transfer(€)

• address.call.value(€)

• selfdestruct(address)

• _receiver.send(value);

• _receiver.transfer(msg.value);

_receiver.call.value(value).gas(20317)();

http://www.gjermundbjaanes.com/understanding-ethereum-smart-contracts/


dit
this . balance
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contract Payment {

address public owner;

address public dst ;

constructor(address _dst) public payable {

owner = msg.sender;

dst = _dst;

}

function getBalance() public view returns(uint) {

return address(this).balance;

}

function sign() public {

dst.transfer(address(this).balance);

}

function terminate() public {

selfdestruct(owner);

}

}
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n signers

⚫ constructor

◼ msg.sender pays msg.value

to dst address

◼ requiring N signatures

⚫ termination foreseen

⚫ no need to

◼ register signers

◼ sign

ethereum 39

contract Nsigners1 {

address public owner ;

address public dst ;

uint public needed ;

modifier onlyOwner() {

require(msg.sender == owner);

_;

}

constructor(uint _needed, address _dst) public 

payable {

needed = _needed;

dst = _dst;

owner = msg.sender;

}

function terminate() public

onlyOwner {

selfdestruct(owner);

}
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enum State {Init, Registered, Signed}

mapping(address => State) public authoriserMap ;

function register(address signer) onlyOwner() public {

require(msg.sender != signer);

require(authoriserMap[signer] == State.Init);

authoriserMap[signer] = State.Registered;

}

function sign() public {

require(authoriserMap[msg.sender] == State.Registered);

authoriserMap[msg.sender] = State.Signed;

needed--;

if (needed <= 0) {

dst.transfer(address(this).balance);

}

}
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fallback functions

⚫ 1 per contract

◼ no name

◼ no argument

⚫ called if no other

⚫ send() specifies a blank function 

signature and thus it will always 

trigger the fallback function if it 

exists.
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contract Fallback1 {

uint public x = 1;

function () public {

x *= 2;

}

}

contract Tester {

address addr;

constructor (address _addr) public {

addr = _addr;

}

function test() public returns(bool) {

return addr.call(0x0);

}

}
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contract Payment2 {

address public owner;

address public dst ;

constructor(address _dst) public payable {

owner = msg.sender;

dst = _dst;

}

function getBalance() public view 

returns(uint) {

return address(this).balance;

}

function() public payable { }

function sign() public {

dst.transfer(address(this).balance);

}

function terminate() public {

selfdestruct(owner);

}

}

contract Test {

address addr;

Payment2 p;

constructor(address _addr) public {

addr = _addr;

p = Payment2(_addr);

}

function test1() public payable {

uint value = 1 ether;

uint b0 = p.getBalance();

require(addr.send(value));

uint b2 = p.getBalance();

require(b2 == b0 + 1, "b2 != b0 + value");

}

}
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local blockchain

⚫ 1 node

⚫ “mining”
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https://truffleframework.com/ganache

https://truffleframework.com/ganache


dit
accounts

EOA

⚫ con su balance

⚫ pueden mandar y 

recibir transacciones

⚫ controladas por clave 

privada (firma)

⚫ sin código ejecutable

Contract

⚫ con su balance

⚫ con código asociado 

(funciones)

◼ activado por llamadas

◼ activado por eventos

⚫ las funciones modifican 

el estado persistente

ethereum 44
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EOA: user account
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private

• to sign transactions

public

• to address transactions to

• to verify signatures


