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dit tasks

1. Sign a PDF document with one of ...
a) electronic identity card (DNIle)
b) free digital certificate (CAcert)

c) teachers’ certification authority (CA)

exercise 2



- PDF signin
dit o

® Objective

m using electronic signature to authenticate PDF documents
® Options: choose one (or more) of ...

a) DNle —you need a DNIe and a card reader

b) CAcert

c) OpenSSL
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dit

PDF signing

® Software (options)

m Adobe Acrobat Reader

m Xolido -- http://www.en.xolido.com/lang/

O Xolido Sign Desktop (free)

m JSignPdf -- http://jsignpdf.sourceforge.net/

® Task

1.
2.
3.

exercise 2

Open a PDF doc
Digitally sign, including a timestamp

Send as an attachment to the teacher
jmanas@dit.upm.es


http://www.en.xolido.com/lang/
http://jsignpdf.sourceforge.net/

dit signature

® Not required, but it is recommended to produce a LTV signhature

® A timestamp is required

= &'0 Rev. 1: Signed by Jose A. Manas

Signature is valid:
Document has not been modified since this signature was applied
Signed by the current user
The signature includes an embedded timestamp.
Signature is LTV enabled

[:} Signature Details
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certified keys

| generate my keys
| sigh my own keys (proof of posession)

| send a certificate signing request (csr) to an authority (CA)

>~ W DN P e

the certification authority signs my certificate
and returns it to me

5. luse my keys and my certificate to sign my documents

exercise 2



dit steps & files
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dit

DNIle

preparatory activities

1. Atthe issue point

1.
2.

the chip generates and saves my keys

the csr is generated and signed in the chip

2. At police data center

1.

the certificate is generated and signed

3. The certificate is stored in the chip
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usage
Acrobat prepares a hash
The hash is send to the chip
The chip signs and returns signature

Signature is saved in PDF



. electronic DNI
dit

® You need a smart card

W driver

O http://www.dnielectronico.es/descargas/

m with up-to-date certificates

O http://www.dnielectronico.es/como_utilizar_el_dnie/verificar.html

m card reader
O https://www.c3po.es/dni-electronico-dnie/

O http://www.lectordni.com/

® Links
m http://www.dnielectronico.es/

m http://www.usatudni.es/dnie/
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- certified by a CA
dit Y

preparatory activities
1. Inthe browser

1. the browser generates and saves keys

2. the csris generated and signed in the browser
2. At CA data center

1. the certificate is generated and signed

3. Certificate is saved in registry
usage
1. Prepare data hash

2. 0O.S. signes

3. Signature is saved along data
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. certified by a CA
dit Y

http://www.cacert.org/

® http://wiki.cacert.org/Technology/KnowledgeBase/ClientCerts#To
get your client cert from CAcert

® teacher’s

m http://www.dit.upm.es/~pepe/doc/seg4d/cacert/imanas.cer

Certificate x| Certificate

‘General Details I Certification Path I General I Details Certification Path |
Show: |-;:p.||;:- j Certification path
|;| CA Cert Signing Authority - Root CA
Field | Value - m CAcert WoT User
B'L-'ersinn V3
DSEriaI number 0f 42 7a
DSignamre algorithm shaS12R5A
DSignamrE hash algaorithm shasl2 i
Dlssuer support@cacert.org, CA Cert ...
D'u'alid from lunes, 21 de julio de 2014 20:...
B'u'alid to sabado, 17 de enero de 2015 ...
ESul:njEEt . jmanas@dit.upm.es, CAcert ... ;I
exerCise E = jmanas@dit.upm.es 11
CM = CAcert WaoT User



http://wiki.cacert.org/Technology/KnowledgeBase/ClientCerts#To_get_your_client_cert_from_CAcert
http://www.dit.upm.es/~pepe/doc/seg4/cacert/jmanas.cer

- OpenSSL
dit P

Teachers have prepared a tiny CA

m using OpenSSL

® Students may request certificates
we will sign with our CA

® Steps (OpenSSL)
1. generate key pair
. generate a request (csr, pkcs-10)

. send request to manas@dit.upm.es

2
3
4. the cert will be returned to you
)

. load your cert and CA’s cert onto registry, browser(s), ...
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Annex

dit timestamp authorities

free timestamp servers

http://www.sinadura.net/es/wik/-/wiki/sinadura/TSAServers

http://tss.accv.es:8318/tsa

http://ocsp.izenpe.com:8093

http://tsa.starfieldtech.com/

http://tsa.safecreative.org
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http://www.sinadura.net/es/wik/-/wiki/sinadura/TSAServers
http://tss.accv.es:8318/tsa
http://ocsp.izenpe.com:8093/
http://tsa.safecreative.org/
http://tsa.safecreative.org/

		2016-09-22T07:26:42+0200
	jose a. manas




