criptografia

dit-upm
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- software
dit

® OpenSSL
m preinstalado: linux, mac os X

m oficial; https://www.openssl.orqg/

B windows: https://sourceforge.net/projects/openssl/

practica 2


https://www.openssl.org/
https://sourceforge.net/projects/openssl/

dit generacion de claves y solicitud CSR

1.

practica 2

preparar el fichero de configuracion (o descargarlo)

m http://www.dit.upm.es/~pepe/doc/segd/ca/openssl.cnf

descargar los certificados de la CA

m http://www.dit.upm.es/~pepe/doc/seg4d/cal/ca.crt

m http://www.dit.upm.es/~pepe/doc/segd/ca/ca cert.pem

generar el par de claves (X = NombreApellidos)

m openssl| req -config openssl.cnf
-out X.csr -new -newkey rsa:2048 -nodes -keyout X _sec.pem

enviar X.csr a jmanas@dit.upm.es


http://www.dit.upm.es/~pepe/doc/seg4/openssl/openssl.cnf
http://www.dit.upm.es/~pepe/doc/seg4/openssl/ca.crt
http://www.dit.upm.es/~pepe/doc/seg4/openssl/ca-cert.pem

. recepcion del certificado
dit P

6. recibird un email con el certificado
m X cert.pem (formato PEM)
m X.crt (formato DER)

7. se combina con la clave privada

m openssl pkcsl12 -export
-out X.p12 -inkey X_sec.pem -in X_cert.pem -certfile ca_cert.pem

8. El paquete X.pl1l2 es un contenedor protegido por contrasena
m clave privada
m clave publica

m certificado
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dit otras funciones

® para ver el certificado
openssl x509 -in X_cert.pem -noout —text

openssl x509 —inform der -in X.crt -noout -text
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. uso del certificado
dit

9. cargamos el fichero .p12
® en Windows, Internet Explorer,

® en mac, Keychain

1. importe el certificado de la autoridad

ca.crt

2. Importe sus claves
X.pl2
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dit pasos y ficheros

alumno SEGU
OpenSSL
>|| X.csr ',
\ 4
A OpenSSL [
|
(—-\ﬂ [ca_cert.pem ]
X

| X_cert.pem [¢

Y

OpenSSL

A4

Fl X.pE] >(< .




certificado en windows

dit
[T ——— i xdf

QAN internet Options E I \
e Internet Options _|5| " {frﬁ * {;E}

f| e
General I Security I Privacy Content |Cur1r1ectiuns I Programs I Advanced I '

I
=M Certificates x|

Intended purpose: I::.ﬁ.ll:b j

Personal | Other People | Intermediate Certification Authorities | Trusted Root Certification 4 I "I
Ce

Issued To | Issued By | Expiratio... | Friendly Mame |
QA.L.H. 1. Manas 5.L.  GlobalSign CodeSignin...  31/07/2014  <Monex

m Cacert WoT User CA Cert Signing Auth...  09/03/2014 CAcert WoT Use..,
m Cacert WaoT User CA Cert Signing Auth...  09/03/2014 CAcert WoT Use..,
Au Q CAcert WaoT User CA Cert Signing Auth...  18/01/2014 <Mone>=

Jose A. Manas Seguridad en Sistema...  11j09/2014 <None>=

[ J05E ANTONIO MA... AC Camerfirma Certifi... 27/11/2013 (PR)_CIF_B3255...

Feu

i

| Impart. .. Export... Remaove Advanced

Certificate intended purposes
<All=
View
——  Learn more about certificates
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dit openssl en windows

BE Command Prompt — O >

C:\tmpphsegdrcd M\ \pktyopenssl-1.8.2d-fips-2.8.18\bin\
JEmpphpkithope 1.8.2d-fips-2.8.18\bin>dir
lume in dr C is ¢ HD
Volume Ser 1al Humbu iz FC1F-EB16

Directory of C:% hpkth -1.8.2d-fips-2.8.18%bin

c_rehash

openssl.c

version

OpenSSL 1.8.2d-fips 9 Jul 2815

C:\tmppipkthopenssl-1.8.2d-fips-2.8.18\bin>»
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