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: software
dit

® OpenSSL
m already installed: linux, mac os x

B site: https://www.openssl.orqg/

B windows: https://sourceforge.net/projects/openssl/
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dit generate keys and CSR
1

prepare (or download) configuration file

m http://www.dit.upm.es/~pepe/doc/segd/ca/openssl.cnf

2. download CA certificates

m http://www.dit.upm.es/~pepe/doc/seg4d/cal/ca.crt

m http://www.dit.upm.es/~pepe/doc/segd/ca/ca cert.pem

3. generate key pair (X = NameSurname)

m openssl| req -config openssl.cnf
-out X.csr -new -newkey rsa:2048 -nodes -keyout X _sec.pem

4. send X.csrto jmanas@dit.upm.es
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dit returned certificate

6. you will receive an email with the certificate in two formats
m X cert.pem (PEM)
m X.crt (DER)

7. merge with private key

m openssl pkcsl12 -export
-out X.p12 -inkey X_sec.pem -in X_cert.pem -certfile ca_cert.pem

8. file X.pl2 is a password-protected container
W private key
m public key

m certificate
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dit other useful functions

® view certificate
openssl x509 -in X_cert.pem -noout —text

openssl x509 —inform der -in X.crt -noout -text
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dit

usage

9. Import .pl2
® en Windows, Internet Explorer,

® mac, Keychain

1. import CA certificate
ca.crt

2. import yours keys
X.pl2
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dit steps & files
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windows

dit
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dit openssl at windows

BE Command Prompt — O >

C:\tmpphsegdrcd M\ \pktyopenssl-1.8.2d-fips-2.8.18\bin\
JEmpphpkithope 1.8.2d-fips-2.8.18\bin>dir
lume in dr C is ¢ HD
Volume Ser 1al Humbu iz FC1F-EB16

Directory of C:% hpkth -1.8.2d-fips-2.8.18%bin

c_rehash

openssl.c

version

OpenSSL 1.8.2d-fips 9 Jul 2815

C:\tmppipkthopenssl-1.8.2d-fips-2.8.18\bin>»
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