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dit arquitectura

cada cajita
es un ordenador
diferente

® perfil RFC 5280 (bastante habitual)

PKI 2



dit xca (OpenSSL)

1. descargar e instalar xcs (interfaz sobre openssl)

B http://sourceforge.net/projects/xca/

B http://xca.sourceforge.net/xca-14.html

2. prepare un directorio de trabajo

B debe estar en las carpetas del alumno, con todos los derechos de
lectura y escritura

3. Cree una nueva base de datos en ese directorio

B File > New database

PKI 3


http://sourceforge.net/projects/xca/
http://xca.sourceforge.net/xca-14.html

- claves de la CA
dit

® creamos una clave RSA de 4096 bits

New key %

Please give a name to the new key and select the desired keysize

Key properties

Mame |C.ﬁ. |
Keytype RSA -
Keysize | 4096 bit v]

Private Keys Certificate signing requests Certificates Templates Revocatior

Internal name Type Size Use Password
CL R34 40946 kit 0 Common

PKI| 4



- certificado de la CA
dit

® genera un [auto] certificado

Create x509 Certificate

Source Subject Extensions Key usage Metscape Advanced

Signing

(®) Create a gelf signed certificate with the zerial |1

Use this Certificate for signing
Signature algorithm SHA 256 -

PKI| >



- certificado de la CA
dit

® genera un [auto] certificado

Create x509 Certificate }1@?1

Source Subject Extensions Key usage Metscape Advanced

Distinguished name

Internal name ||:a | organizationMame |Mi Empresa |
countryMame |E5 | organizationalUnitMame | |
stateOrProvinceMame | | commoniame |I'~"Ii Empresa (AC) |
localityMame | | emailaddress |ac@miempresa.mm| |
Private key "
CA (RSA:4096 bit) -

PKI 6



dit

certificado de la CA

® genera un [auto] certificado

® se recurre a un perfil tipico (RFC 5280)

PKI

Source Subject Extensions Key usage Metscape Advanced
¥50%v3 Basic Constraints kKey identifier
Type Certification Authority - Subject Key Identifier
Fath length | Critical [] autharity Key Identifier
Validity Time range
Not before | 20150929 1::06MT v | |10 | Years v Apply
Mot after | 2025-09-29 19:10 GMT v| [] Midnight [ Local time  [_] Mo well-defined expiration

%5093 Subject Alternative Mame
%5053 Issuer Alternative Name
¥50%93 CRL Distribution Paints

Authority Information Access

| || Edit
| || Edit
+/ |URE:http:/fwww,miempresa, comjrevoke. rl | Edit
/ (CAlssuers ~ |URL:htip:/fwww.miempresa.com/ca.crt | Edit



https://tools.ietf.org/html/rfc5280

- certificado de la CA
dit

® genera un [auto] certificado

® se recurre a un perfil tipico (RFC 5280)

Source Subject Extensions Key usage Metscape Advanced

%5093 Key Usage ¥509v3 Extended Key Usage

Critical [ ] critical

Digital Signature TLS Web Server Authentication

Mon Repudiation TLS Web Client Authentication

Key Encipherment Code Signing

Data Encipherment E-rnail Protection

Key Agreement Tirne Stamping

Certificate Sign Microsoft Individual Code Signing

{CRL Sign Microsoft Commercial Code Signing

Encipher Only Microsoft Trust List Signing

Decipher Only Microsoft Server Gated Crypto
Microsoft Encrypted File System

PKI 8


https://tools.ietf.org/html/rfc5280

- certificado de la CA
dit

® genera un [auto] certificado

Source Subject Extensions Key usage Metscape Advanced

Other Tabs

X509v3 Basic Constraints critical:

CA:-TRUE

X508v3 Subject Key Identifier:
01:-0F:F9:57:00:46:CB:-27:02-7B:51:68-F8:-3D:-9C:-45:F&c:-84:43:12
X509v3 Key Usage critical:

Certificate S5ign, CRL Sign

X509v3 CRL Distribution Points:

Full MName:
TRI:http:/ /www._.miempresa.com/revoke.crl

Authority Information Access:

C& TIssuers — TRI:http://www.miempresa.comfca.crt

PKI 9



- certificado de la CA
dit

® genera un [auto] certificado

Private Keys Certificate signing requests Certificates Templates Revocation lists

Internal name commonMame CA Serial Expiry date =
Pes ca root W Yes 01 2016-09-28 New Certificate
-
Export
¥ Certificate and Key management [% ? x
— —
Certificate export ’ELE?? )
Mame ||:a |
Filename |C:ﬂﬁome,.’dnc,.’seg"l,.’l[llEﬂdiEmpresafca.U't |
PEM Text format with headers
Export Format
PEM (=.crt) -

PKI 10



certificado de la CA

dit

® genera un [auto] certificado

R

General Details  Certification Path

Show: | <All= ~
Field Value
DSignature algorithm sha256R5A
DSignature hash algarithm sha256

Dlssuer
D'I.-'alid from
=] valid to
=] subject

BPuinc key
I'_'IDI ihlir Lew naramatera

ac@miempresa.com, Mi Empre...
Monday, 28 September, 2015 ...
Wednesday, 28 September, 2...
ac@miempresa.com, Mi Empre...

RSA (4096 Bits)
NG Nn

E = aci@miempresa.com
CM = Mi Empresa (AC)
0 = MiEmpresa

C =ES

PKI
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: usuario X
dit

® generacion de claves y solicitud de certificado (csr)

Create Certificate signing request }.E—"«" oo )

Source Subject Extensions Key usage Metscape Advanced

Signing request

unstructurediame | lola |

challengePassword | password |

Signing
Create a self signed certificate with the serial | 1

Ise this Certificate for signing ca

Signature algorithm SHA 256

PKI 12



: usuario X
dit

® generacion de claves y solicitud de certificado (csr)

Create Certificate signing request ﬁ\ml;n\\‘

Source Subject Extensions Key usage MNetscape Advanced

Distinguished name

Internal name |Iula | organizationMame |ru1iErnpresa |
countryMame |E5 | organizationalnitMame | |
stateCrProvinceMame | | commontame |Mar|‘a Dolores Lopez |
localityMame | | emailAddress |Ilupez@miempresa.mml |

X Certificate and Key management ? X

New key ’,%»

Flease give a name to the new key and select the desired keysize

Key properties
Neme  [ila |
Keytype RSA -
Keysize | 2048 bit |

PKI 13



dit

usuario X

® generacion de claves y solicitud de certificado (csr)

PKI

Private Keys Certificate signing requests

Revocation lists

Internal name commonMame

J“]E“;‘: lola Maria Dolores Lopez Unhandled

X Certificate and Key management

Certificate request export

Mew Request

Export

Mame |I|:|Ia

Filename | C: /home/doc/seg4/2015/MiEmpresa,ola. csr

PEM Text format with headers

Export Format

PEM (*.pem) ~

14



. la CA certifica
dit

® CA: genera el certificado (csr = cert)
Create x509 Certificate ﬁ\"’&“—r_’f'

Source Extensions Key usage Metscape Advanced

Signing request
Sign this Certificate signing reguest lola -

[] copy extensions from the request Show request

[] Modify subject of the request

Signing
(") Create a self signed certificate with the serial

(®) Use this Certificate for signing a -

Signature algorithm SHA 256 -

PKI 15



dit

la CA certifica

® CA: genera el certificado (csr = cert)

® se recurre a un perfil tipico (RFC 5280)

Source Extensions

X509y 3 Basic Constraints

Type End Entity

Key usage

Metscape Advanced

Path length |

Validity
Mot before

Mot after

%5093 Subject Alternative Mame V{ |LIRI:htu:u:J"J"'.r'.".r-.".r'.'.miempresa.u:u:um,."ll-:upez, email:llopez@miempresa.com

¥50%3 Issuer Alternative Name
¥50%3 CRL Distribution Points

Authority Information Access

PKI

Time range

| Critical

Key identifier
Subject Key Identifier

Authaority Key Identifier

| 201510090546 6MT v | [1

Apply

| Years -

| 2016-10-03 05:46 GMT |

] midnight

] Local time

] Mo well-defined expiration

|| Edt

| || Edit
' |URL:http: /fwww.miempresa.comjrevake.crl | Edit
+f |(CAlssuers + | |URL:htip:/fwww.miempresa.com/ca.crt | Edit

16
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. la CA certifica
dit

® CA: genera el certificado (csr = cert)

® se recurre a un perfil tipico (RFC 5280)

Source Extensions Key usage Metscape Advanced

X509 3 Key Usage %50%3 Extended Key Usage

Critical [ ] critical

Digital Signature TLS Web Server Authentication

Mon Repudiation TLS Web Client Authentication

Key Encipherment Code Signing

Data Encipherment E-rnail Protection

Key Agreement Tirne Stamping

Certificate Sign Microsoft Individual Code Signing

CRL Sign Microsoft Commercial Code Signing

Encipher Only Microsoft Trust List Signing

Decipher Only Microsoft Server Gated Crypto
Microsoft Encrypted File System

PKI| 17
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. la CA certifica
dit

® CA: genera el certificado (csr = cert)

Create x509 Certificate fi =

Source Extensions Key usage Metscape Advanced

Other Tabs

X509v3 Basic Constraints critical:

CZ:FALSE

X509v3 Subject Key Identifier:
CB:-5A:-R]:EC-ZE-SL:-DBE:-2F:5B-2C:D9:18:-A3-45:-86:-DA-80-A7:-93- 68

X509v3 Authority Key Identifier:
keyid:01:0F:F9:57:00:46:CB:-27:02:7B:51:68:F8:-:3D:-9C-45:F&:84:-43:-12

DirName: /C=E5/0=Mi Empresa/CH=Mi Empresa (AC)/ /emailiddress=acimiempresa.com
serial:01

X509v3 Key Usage critical:

Digital Signature, Non Repudiation, Key Encipherment

X509v3 Extended Key Usage:

E-m=zil Protection

X509v3 Subject Alternative Name:

TRI:http:/ /vww.miempresa.com/llopez, email:llopezf@miempresa.com
X509v3 CRL Distribution Points:

Full MName:
URI:http:/ /vww_miempresa.com/revoke_crl

Authority Information Access:

CA Tssuers — URI:http://wwWw._miempresa.com/ca.crt

PKI 18



. la CA certifica
dit

® CA: genera el certificado (csr = cert)

Private Keys Certificate signing requests Certificates Templates Revocation lists

Internal name commonMame CA Serial Expiry date
) Mew Certificate
w ﬂiz,,g ca Mi Empresa (AC) V‘ Yes 01 201&6-09-28
: 2
J:'E"! 1. Maria Dolores . HNo 02 2016-09-27 Export
[ =,
¥ Certificate and Key management ? *
Certificate export };\Eﬁj} )
Mame |Inla |
Filename |C:‘n,hc:me‘n,dm:‘n,segdr‘n,lﬂ15‘1,|'~"IiEm|:uresa‘|,Inla.|:rt |
PEM Text format with headers
Export Format
PEM (*.crt) -

PKI 19



dit P12

® exportar

M exportar a pl2 significa crear un paguete que agrupa la clave
privada y los certificados del usuario (el propio y los que le avalan)

B por contener una clave privada, se protege con una ontrasefia que
se pedira cada vez que se quiera usar el p12
(por ejemplo para cargarlo en el registro de certificados)

Private Keys Certificate signing requests Certificates Templates Revocation lists

Internal name commonMame CA Serial Expiry date =
v pes ca Mi Empresa (AC) . Yes 01 2016-09-28 New Certificate
>
‘plag 1. Maria Dolores _ HNo 02 2016-09-27 Export
B
X Certificate and Key management ? *
. L -. h‘_-‘"'\‘
Certificate export ﬁ\'ﬂfﬁr.'
Mame |I|:|Ia |

Filename | C:Yhome'docseg\ 20 15 \MiEmpresaljola. p 12 | e

The certificate and the private key as encrypted PKCS#12 file

Export Format

PK] PKCS #12 (*.p12) - 20




dit

pasos y ficheros

usuario

Xca

]

N
7|

X.CSsr

[

CA

XCa

e

{Xxxtk

N

Xca [€
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- servidor https
dit P

Source Subject Extensions Key usage Metscape Advanced

Distinguished name
Internal name |ser‘uer | organizationMame ||'u1i Empresa |
countryMame |E5 | organizationalUnithame | |
stateOrProvinceMame | | commeniame |www.miempresa.mm |
localityMame | | emailaddress | |
Private key

server (RSA: 2043 hit) * | []usedkeys too  |Generate a new keyl
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servidor https

dit

Source Subject Extensions Key usage Metscape Advanced
¥50%v3 Basic Constraints Key identifier
Type End Entity - Subject Key Identifier
Fath length | | Critical Authority Key Identifier
Validity Time range
Not before | 2015-1001 15:426MT v | [3 | Months  ~ Apply
Mot after | 2016-01-01 15:42 GMT | [ midnight [ Local ime  [] Mo well-defined expiration

%5093 Subject Alternative Mame 'ff |DN5: * miempresa. com

X509 3 Issuer Alternative Mame
¥50%v3 CRL Distribution Paints

Authority Information Access

PKI

| Edit

|| Edit

y{ |UR_I:hth:l:waw.miempresa.mmfreuuke.crl

|| Edit

V’ CA Issuers - |L.IR_I:htuzl:waw.miempresa.mmfm.at

|| Edt |
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servidor https

Source Subject Extensions Key usage Metscape
X509y 3 Key Usage
Critical

Advanced
%5093 Extended Key Usage
[] critical

Digital Signature
Mon Repudiation
Key Encipherment
Data Encipherment
Key Agreement
Certificate Sign
CRL Sign

Encipher Only
Decipher Only

PKI

TLS Web Server Authentication

TLS Web Client Authentication
Code Signing

E-mail Protection

Tirne Stamping

Microsoft Individual Code Signing
Microsoft Commercial Code Signing
Microsoft Trust List Signing
Microsoft Server Gated Crypto

Microsoft Encrypted File System

24



- servidor https
dit P

Create x509 Certificate ﬁ\iﬂ"—"fﬁ*

Source Subject Extensions Key usage Metscape Advanced

Other Tabs

X509v3 Basic Constraints critical:

CA:FALSE

X509v3 Subject Key Identifier:
SD:-AC:30:51:44:ED:-B0:7A:DRA:CZ:37:Ce:Ce:DB:-02:DD:eF:84:8A:E1

X509v3 Authority Key Identifier:
keyid:01:0F:F3:57:00:46:CB-27:02:7B:51:68:FB8:3D:-59C:-45:F&e:84:-43:12

DirName: /C=ES5/0=Mi Empresa/CHN=Mi Empresa (AC) /emaillddress=acimiempresa.com
serial:0l

X509v3 Key Usage critical:

Digital Signature, EKey Encipherment
X509v3 Extended Key Usage:

TLS Welk Serwver Ruthentication
X509v3 Subject Alternative Name:

DHS:* .miempresa.com

X509v3 CRL Distribution Points:

Full HName:
URI:http:/ /vww_miempresa.com/revoke_crl

Authority Information Access:

CA TIssuers — URI:http://wwWw._miempresa.comfca.crt

PKI 25



